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 The emerging Internet of Things has tremendous potential, but also 

tremendous dangers.  

 The world community was seriously concerned about the societal 

costs of the IoT outweigh its benefits. A few investigations have 

repeatedly shown that many IoT device manufacturers and service 

providers are failing to implement common security measures in 

their products.  

 Cyber security experts report that only 10% of enterprises feel 

confident that they can secure those devices against intrusions, 

whereas IoT threats will disable home security systems, flood fields, 

paralysis of traffic, and disrupt hospitals. 
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Introduction 
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To unlock the IoT potential it needs to improve 

the security of IoT applications. 
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Motivation 
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 A cost of sensor components is a critical consideration 

in the design of practical sensor networks.  

 

 A cost of sensor network increases with sensor battery 

power.  

 

 By this reason a battery power is usually a scare 

component in wireless devices. 
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WSNs problems 
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Example 
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Sink event  

area 

funneling effect 



Attacks Taxonomy 

 Raymond, D.R., Midkiff : S.F. Denial-of-Service in Wireless Sensor Networks: Attacks and 

Defences, IEEE Pervasive Computing, 2008, pp.74 – 81. 
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Patents Search 

authentication, 

9 

trust estimator, secure key,  

encoding and decoding messages 
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Additionally 
Link Layer Threats 

    Eavesdropping 

    Collisions in specific packets 

    Packet-tracing 

Network Layer Threats 

    Sybil 

    Selective forwarding 

    Sinkhole 

    Blackhole 

    Wormholes  

    Acknowledgment spoofing 

Application Layer Threats 

    Byzantine Attacks                                            

              

      DoS (Energy Exhaustion, Vampire attack etc. ) 
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Jamming 

traffic 

traffic 

QoS? 
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 unusually slow  

 unavailability 

 inability to access 

 dramatic increase in the transmitted packets 

 connectivity degradation 

 

US-CERT 

United States Computer Emergency Readiness Team  
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Symptoms of DoS 
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Up to some time moment  

reduced latency  

SNR can be improved 

reduced number of packets 

higher connectivity 

 

US-CERT 

                    ??? 
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DoB effect 
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DoB Positioning 
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 wormhole attack 

 clone attack (nodes replication attack). 

 nodes inactivation 

 encryption based DoS 

 malware 

Etc. 
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DoS EE 
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 malware 

 relaxed jamming 

 Denial-of-Sleep attack (MAC vulnerabilities) 

 Encryption based DoS 

 Malware 

Etc. 
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DoS EE 
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CTMC 
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System Model 
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Attack 
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Equations 
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MTTF 
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Network Lifetime 
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SSF 

 The probability that a network has not failed within time h:  

 System Survivability Function 
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Problem of Distributed Detection 
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Performance Analysis 
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Conclusion 

  

 Novel Type of Attack : DoB   

  

 Novel Taxonomy 

 

 The attack can be caused by deliberate action or a random 

combination of circumstances.  

  

 To estimate the attack effect, CTMC based model are offered  
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Thank you for the attention! 

 

Q&A 
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